epIKaalo.
'LLI Ne 4»

Ios0:xeHue 00 00padoTke U o0ecneyeHUN 0€30MACHOCTH NMEPCOHATBHBIX JaAHHBIX,
00padaThIBaeMbIX B HH(YOPMAIIMOHHBIX CHCTEMAX NMEPCOHAIBHBIX JAHHBIX MYHUIIUNIATHHOTO
010/12KeTHOTO 001Ie00pa30BaTeILHOTO Yupexaenus «Cpennss mkoJja Ne 4» r. UBanoBo

1. OO01Me moJIoKeHus

1.1.  Hacrosmee Ilonoxenue o6 00paboTke u oOecrieueHHH 0E30MAaCHOCTH MEPCOHAIBHBIX JIAHHBIX,
o0pabaTbIBaeMbIX B MH()OPMAIMOHHBIX CHCTEMaX ITePCOHABHBIX JAaHHBIX MYHUIHITAIBHOTO OIO/PKETHOTO
obmreoOpazoBarenbHOro yupexkaenus «Cpemnss mkona Ne 4y (mamnee — Ilonoxkenue) paszpaboTaHo
B cootBeTcTBUU ¢ DenepanpapiM 3akoHOM OT 27.07.2006 Ne 152-®3 «O mepcoOHANBHBIX JTaHHBIXY,
[lomosxkxennem 00 oOecmeueHNr OE30TACHOCTH TEPCOHANBHBIX JAaHHBIX TpA WX 00padoTke
B UH(QOPMAIMOHHBIX CHCTEMaxX IEPCOHAJBbHBIX JAHHBIX, YTBEpXkIeHHbIM [locTaHOBIEHHEM
[IpaButensctBa Poccuiickoii ®@eneparuu ot 01.11.2012 Ne 1119, u Ilonoxenuem o0 OCOOCHHOCTSIX
00pabOTKM TEepCOHANBHBIX MAaHHBIX, OCYIIECTBIIEMOH O3 HMCIIOIBb30BaHUS CPEICTB aBTOMATH3ALIUH,
yTBepkieHHbIM [locTanoBnenuem Ilpasutenscra Poccuiickoit @epepannu ot 15.09.2008 Ne 687.

1.2.  Hacrosmum [losiockeHuem ompejensercss Hmopsijiok o0paboTku U oOecrieueHus: 0e30IMacHOCTH
MEPCOHANBHBIX JIAHHBIX, MPU WX 00pa0oTKe B MH(MOPMAIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX JaHHBIX
C WCIOJBb30BAaHUEM CPEICTB ABTOMATH3alMM M 03 WCIOJIb30BAaHMS CPEJICTB aBTOMATHU3AIMU
B MYHHIIMIIATIBHOM OFOJKETHOM 00I1e00pa3oBaTesibHOM yupexkaeHun «Cpennsis mikoya Ne 4y (nanee —
[lIxomna).

1.3. B nacrosmem [1o10xeHHN HCTIOIB3YIOTCS CIIETYIOLIHE TTOHATHS:

1.3.1. bBrokupoBaHHE TEPCOHANBHBIX JIAHHBIX — BPEMEHHOE MNpeKpalleHue cOopa, CHCTeMaTH3allvy,
HAKOIIJICHUS, UCTIOJIb30BaHMsI, pACIPOCTPAHECHHUS TIEPCOHATIBHBIX JIaHHBIX, B TOM YHCIIE X Tepe/adu.
1.3.2. HMudopmarmoHHas cucTeMa NepCOHAlIbHBIX TaHHBIX (mHanee — MHdopmarmoHHas cucrema) —
UHQOpMALIMOHHAs  CHUCTEMa, MPEACTAaBIsomas Cco0Ol  COBOKYITHOCTh II€PCOHANIBHBIX  JaHHBIX,
coJiepKaluxcst B 0a3e JIaHHBIX, a Takke WH()OPMAIMOHHBIX TEXHOJOTMH W TEXHHUYECKHX CpEJCTB,
MO3BOJISIONINX OCYIICCTBISITH O0OPa0OTKY TaKMX IEPCOHANBHBIX JaHHBIX C HCIOJIb30BAHHUEM CPEJICTB
ABTOMAaTH3AIMH WK 0€3 UCIIOIb30BAHUS TaKHX CPEICTB.

1.3.3. Hcnonp3oBaHKWe MEepPCOHATBHBIX JAHHBIX — JCHCTBHsI (OTepamnn) ¢ NepCcOHAILHBIMU JaHHBIMHU,
COBEpILAEMBbIE ONEPATOPOM B LEISAX NPHUHIATHS PELICHUHA WIM COBEPUIEHUS MHBIX JEHCTBUM,
MOPOXKIAIOIINX IOPUINYECKUE TTOCIESICTBHSI B OTHOIICHHH CyObEKTa MEPCOHAIBHBIX JTAHHBIX WIIN APYTHX
nu1L 1100 MHBIM 00pa30M 3aTparuBaroIInX Mpasa v cBOOO b CyObEKTa EPCOHAIBHBIX JTAHHBIX WIIN APYTHX
JIMIL.

1.3.4. KoH}puAEHIHAIBHOCTh  IEPCOHAIBHBIX  JIAHHBIX —  00s3aTejbHOE JUISL  COOJIFOJCHMS
OIEepPaTOPOM MJIM MHBIM MOJIyYHBILIMM JIOCTYII K IEPCOHATBHBIM JAHHBIM JIMLIOM TPeOOBaHHE HE JIOITYyCKATh
UX pacrnpocTpaHeHHs 0e3 corjacus CyObeKTa MEepCOHAIBHBIX JaHHBIX WM HAJHYUS WHOTO 3aKOHHOTO
OCHOBAaHHUSI.

1.3.5. OO0e3nnunBaHHE NEPCOHAIBHBIX [aHHBIX — ACUCTBHS, B PpE3yJbTaTe KOTOPBIX HEBO3MOXKHO
OIIPEeICJIUTh MIPUHAICKHOCTD EPCOHAIBHBIX JJAHHBIX KOHKPETHOMY CYOBEKTY EepCOHAIBHBIX JaHHBIX.
1.3.6. OOpaboTka mNepcOHANbHBIX JaHHBIX — JIEHCTBHs (Omepalyu) C IMepPCOHATbHBIMU JaHHBIMHU,
BKJIIO4ass cOOp, CHUCTEMaTH3alfIo, HAKOIUIGHWE, XpaHEHHe, yTOYHeHHe (OOHOBIEHHE, H3MEHEHHE),



WCIIOJIP30BAaHUE, pacIpocTpaHeHre (B TOM dYHCJIEe Iepedady), o00e3ImunBaHHue, OJIOKHpPOBAHUE,
YHUYTOXKEHHE EPCOHATLHBIX JaHHBIX.

1.3.7. OO0OpaboTka MEepCOHAIBHBIX JIAHHBIX 0€3 WCIOJIB30BAHUS CPEICTB aBTOMATH3AIUHU (lanee —
HeaBTomarusupoBaHHblii €Hoco0) — JACHCTBHS C TEPCOHAIBHBIMH JIAaHHBIMH, TakKHe Kak cOop,
cUCcTeMaTH3alusl, HAKOTICHHE, XPaHEHHE, UCTIOIb30BaHNE, YTOYHEHUE, PACTIPOCTPAHCHUE, YHUUTOKCHHUE
MEPCOHANBHBIX JIAHHBIX B OTHOIICHUH KKIOTO U3 CyObEKTOB MEPCOHATBHBIX JAHHBIX, OCYIICCTRISIOTCS
NPY HETIOCPEJICTBEHHOM y4YaCcTHUH YeJIOBEKa.

1.3.8. OO0menocTynHbie MepCOHATbHBIC JaHHBIC — TEPCOHATBHBIC JaHHBIC, JOCTYI HEOIPaHHUCHHOTO
Kpyra JIMIl K KOTOPbIM TPEJOCTABJICH C COMTacusi cyObheKTa MEepCOHANBHBIX JAHHBIX HIH Ha KOTOPHIE
B COOTBETCTBUM ¢ (hefepajbHBIMA 3aKOHAMH HE paclpocTpaHseTcsi TpeOOBaHHE COOMIOACHUS
KOH(HICHIINAIEHOCTH.

1.3.9. Onmepatop — Illkona, opuarueckoe Wik GU3HIECKOE JIUI0, OPTAHU3YIOIIUE U OCYIIECTBISIFOIINE
00pabOTKy MEepCOHANBHBIX JaHHBIX, a TaKXKe ONpEACNIoNIe WLeld W coiepkaHue o00padoTKu
MEPCOHANBHBIX JAHHBIX.

1.3.10. IepconanbHbie JjgaHHBle — mr00as wWHGOpPMAIKS, OTHOCSIIASICS K OINPEICICHHOMY WM
OTIpe/IeNIIEMOMY Ha OCHOBAaHWM TakoW WH(OpManuu (u3mdeckoMy IHUIy (CyOBEKTy IMepCOHANbHBIX
JIAHHBIX), B TOM 4YHCJIe ero (amMHIIus, UMs, OTYECTBO, I'OJl, MECSI, JlaTa U MECTO POXKJICHUS, aJpec,
ceMeliHoe, COIMANbHOe, HMMYIIECTBEHHOE IOJIOKEeHHE, oOpa3oBaHue, mpodeccus, TOXOIbl, pyras
WH(pOpMAITHSL.

1.3.11. PacnpoctpaHeHHe TMEPCOHANBHBIX JaHHBIX — JCHCTBHSA, HampaBJICHHbIE Ha Mepeaady
MEPCOHAIBHBIX JAaHHBIX ONPEJENIEHHOMY KpYyry Jull (mepeiaya NEepCOHAIbHBIX JAaHHBIX) WIN
Ha 03HAKOMJICHHE C TIEPCOHATLHBIMU JIAHHBIMY HEOTPAHUUEHHOTO KPYTa JIHII, B TOM YHCJIe OOHAPOIOBAHUE
MEPCOHANBHBIX JaHHBIX B CPEJICTBAX MAacCOBOH HWH(OpPMalH, pa3MellecHHe B WHPOPMALUOHHO-
TCJICKOMMYHUKAIIMOHHBIX CETAX WJIM MPEAOCTABIICHUEC NOCTyNa K NEPCOHAJTIBbHBIM JaHHBIM KaKI/IM'HI/I6O
WHBIM CIIOCOOOM.

1.3.12. CrennanbHble KaTETOPHHM TEPCOHATBHBIX JaHHBIX — IIEPCOHANBHBIE JaHHBIE, Kacarollhecs
paCOBOﬁ, HaHHOHaﬂLHOﬁ MNPpUHAIJICIKHOCTH, MOJUTUYCCKUX B3IJISII0B, PCIIUTHO3HBIX WA q)HHOCO(bCKI/IX
y(se)K[IeHHﬁ, COCTOAHUA 310POBbA, MHTUMHOM KU3HU CY6’beKTa MEPCOHAJIbHBIX JaHHBIX.

1.3.13. YHUUYTOXXEHUE TEepPCOHAIBHBIX TaHHBIX — JEUCTBHUS, B pE3yJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAHOBUTL COACPKAHUC TICPCOHAJIBHBIX OAaHHBLIX B I/IH(I)OpMa]_[I/IOHHOI‘/'I CUCTCMC TICPCOHAIBHBIX
JAaHHBIX WJIK B PE3YJIbTAaTC KOTOPLIX YHUYTOXKAIOTCA MAaTCPUAJIBHBIC HOCUTECIIN IMEPCOHAJIBHBIX TaHHBIX.

2. Hopsinox 00padoTKU MEPCOHATBHBIX JAHHBIX
2.1.  OOpaboTka mepcoHaNbHBIX JaHHBIX B MuHpopmanmmonneix cucremax Llkonbr  gomkHA
OCYIIECTBIISITHCS. HA OCHOBE TPHHIIHIIOB!

— 3aKOHHOCTH LieJiel ¥ CrIoco00B 00pabOTKM MEPCOHATBHBIX JaHHBIX H JOOPOCOBECTHOCTH;

— COOTBETCTBHUS Ieieil 0OpadOTKH MEpPCOHATBHBIX aHHBIX IIEJSIM, 3apaHee OIpeeNICHHBIM
¥ 3asBJICHHBIM TIPH COOpE MEPCOHAIBHBIX JIAHHBIX, @ TAK)KE TOJTHOMOYUSIM ONIepaTopa;

— CcOoOTBeTcTBHA 00OBeMa M xapakTepa 00padaThIBaeMbIX IE€PCOHANBHBIX JaHHBIX, CIOCOOOB
00pabOTKH MEepPCOHATBHBIX JIAHHBIX IIEJISIM 00pa0OTKH MEPCOHATBHBIX JJAHHBIX;

— JIOCTOBEPHOCTH IE€PCOHANBHBIX JIAHHBIX, WX JIOCTATOYHOCTH JUisi 1IieJeld  00paboTKw,
HEJIOMYCTUMOCTH 00pabOTKU TMEPCOHANBHBIX JIAHHBIX, M30BITOUYHBIX MO OTHONICHUIO K IEIsM,
3asIBJICHHBIM TP COOpE MePCOHAIBHBIX JIaHHBIX;

—  HeJIOMyCTUMOCTH O0bEIMHEHNS CO3/IaHHBIX JUIsS HECOBMECTUMBIX MEXTy cO00i 11eseli 6a3 JaHHBIX
WH(QOPMAITMOHHBIX CHCTEM MEPCOHATBHBIX TaHHBIX.

2.2.  OOpaboTka TmepcOHANbHBIX JaHHBIX B MHpopmammonueix cucremax [llkomsl  MoxeT
OCYILIECTBIISITBCS.  OMEPATOPOM € IMUCHbMEHHOTO COrjlacust CyOBEKTOB MEPCOHAIBHBIX  JIAHHBIX,
3a UCKJIIOYEHHEM CIIEIYIOLIUX CIy4aeB, KOr/la TAKOTO COTJIacHsl He TPeOyeTCsl, ECIIH:

— 00paboTKa INEepCOHATBHBIX MAHHBIX OCYIIECTBIAETCS HAa OCHOBAaHMHU (heaepanbHOrO 3aKoHa,
YCTaHABIUBAIOIIETO €€ I1eJIb, YCIOBUS IMOJNYUYCHHUS MMEPCOHANIBHBIX JIAHHBIX U KPYr CyOBEKTOB,
NepCOHANBHBIC JaHHBIE KOTOPBIX MOAJekKaT 00padoTKe, a TakKe OMPEACIISIIOIIETO MOJHOMOYMS
oreparopa;

— 00paboTKa MepcOHaJIbHBIX JIAHHBIX OCYIIECTBISIETCS B IEISIX HMCIOJHEHHUS JIOTOBOpPA, OIHOM
U3 CTOPOH KOTOPOTO SIBJISIETCS] CyOBEKT MEPCOHAIBHBIX JIAHHBIX;

— 00paboTKa MepCOHANBHBIX JAHHBIX OCYIIECTBISIETCS JUIsSl CTATHCTUYECKUX MM WHBIX HAYYHBIX
elei mpy yciaoBUHM 0053aTeNIbHOI0 00€3IMYMBaHIS IEPCOHAIBHBIX JAHHBIX;



— 00paboTKa NEpCOHAIBHBIX JaHHBIX HEOOXOAMMA MJISl 3alIUThl KU3HHU, 3740POBbsl WJIN HHBIX
’KM3HEHHO BAYKHBIX MHTEPECOB CYOBEKTa MEPCOHAIBHBIX NaHHBIX, €CJIU IIOJYYEHUE COIJIACHs
CyObeKTa MepCcOHAIbHBIX JaHHBIX HEBO3MOXKHO.

2.3.  OOpaboTka omepaTopoM CIeIUaTbHBIX KaTerOpHid MePCOHAIbHBIX JaHHBIX B MH(MOpManOHHBIX
cucremax [1Ikoibl momyckaercst ecnu:

CyOBEKT TIEPCOHAIBHBIX MAHHBIX Jall COTJlacheé B MHCHbMEHHOH (opme Ha 00pabOTKy CBOHMX
NEPCOHAIBHBIX JAHHBIX;

— IepCOHAIbHBIC JaHHBIE SABIISIOTCS OOLIEIOCTYITHBIMY;

— IEepCOHAIbHBIC JaHHBIE OTHOCATCS K COCTOSHHIO 3I0POBbsSI CyObEKTa MEPCOHAIBHBIX JaHHBIX
1 uX 00paboTKa HEOOXOAMMa JJIsl 3aLIUTHl €ro KU3HH, 370POBbSI MM WHBIX KHU3HEHHO Ba’KHBIX
MHTEPECOB JUOO KHU3HM, 3[0POBbS WM HMHBIX >KU3HEHHO BaXKHBIX WHTEPECOB JPYTHX JIUI,
U TIOJIyYCHHE COIJIacHsl CyObeKTa ePCOHAIbHBIX JTaHHBIX HEBO3MOXKHO;

— 00paboTKa MNEpPCOHAIbHBIX MNAHHBIX OCYIIECTBJIACTCS B MEIUKO-IPOPUIAKTHYECKUX LEIX,
B LIEJISIX YCTAHOBJICHNSI MEULIMHCKOIO IMarHo3a, OKa3aHus MEIULMHCKUX 1 MEANKO-COLUAIbHBIX
yCIOyr TpW YCJIOBUH, YTO 00pabOTKa MEpPCOHANBbHBIX JaHHBIX OCYLIECTBISCTCS JIUIOM,
npogecCHOHANBHO 3aHUMAIOIIMMCST MEUIIMHCKON IS TEILHOCTBIO U O0SI3aHHBIM B COOTBETCTBUHU
¢ 3aKkoHOJaTeNnsCTBOM Poccuniickoit denepariuy coXpaHsITh BpaueOHYIO TaifHy.

2.4. B ciyuae eciu omneparop Ha OCHOBaHHMHU JIOTOBOpa MopyvaeT 00padOTKy MepCOHAIBHBIX JaHHBIX
JPyroMy JIHILy, CYIIECTBEHHBIM YCIOBHEM JIOTOBOpA SBIISIETCS O00sS3aHHOCTh OOECTICUCHMsI YKa3aHHBIM
JULOM KOH(QUACHUMAIBHOCTH MEPCOHAIBHBIX JAHHBIX W 0E30MaCHOCTH MNEPCOHAIBHBIX JAHHBIX
npu ux oopadoTKe.

2.5. Onepartop, TMOJyYarOIIMi JOCTYIl K IEPCOHAIBHBIM JaHHBIM, JIOJDKEH O00eCleYrBaTh
KOH(HMICHINAIBHOCTh TAKUX JAaHHBIX, 32 HCKIFOUCHUEM CIIyyacB:

— B chy4ae 00e31MYMBaHUs IEPCOHATIBHBIX JaHHBIX;

— B OTHOIIEHUH OOIIEOCTYIHBIX IEPCOHATBHBIX JAHHBIX.

2.6.  OOpaboTka TmepcoHaNbHBIX JaHHBIX B WH(popMarmoHHbx cuctemax llkomsl ocymiecTBiseTcs
TOJILKO C COTJIACHs B TIMCbMEHHOU (hopMe CyObeKTa MepCOHANbHBIX JaHHBIX, 332 HCKIIOYCHUEM CIy4aes,
NPEIyCMOTPEHHBIX (eepalbHbIMU 3aKOHAMHU, KOTOPBIMH TPEAyCMaTPUBAIOTCA CIy4an 00s3aTeIbHOTO
NPEIOCTABICHNSI CYObEKTOM MEPCOHANBHBIX JAHHBIX CBOUX INEPCOHAJBHBIX AAHHBIX B LEAX 3AILUTHI
OCHOB KOHCTHTYIIMOHHOT'O CTPOsI, HDABCTBEHHOCTH, 37I0POBbSI, MPaB M 3aKOHHBIX HHTEPECOB APYTHX JIHII,
oOecrieyeHust 000POHBI CTPaHBI M OE30MACHOCTH TOCYIapCTBa.

2.7.  IlucemeHHOe corjacue cyObeKTa NEepCOHAIBHBIX JAaHHBIX Ha 0OpaOOTKY CBOMX IMEPCOHAIBHBIX
naHHbIX B MH(popManmonHbIx cuctemax LLIKoibl 10KHO BKIIIOUATh B ceOs:

—  (damunmro, UMsi, OTYECTBO, aJIpec CyObeKTa NepCOHABHBIX JAHHBIX, HOMEP OCHOBHOTO JJOKYMEHTA,
YJIOCTOBEPSIOIIET0 €ro JIMYHOCTh, CBEJICHHS O J]aTe BhIAAYM YKA3aHHOTO JOKYMEHTA M BBIJIABIIEM
€ro oprasxe;

— HauMeHoBaHHeE ((haMUIIUIO, Ms1, OTYECTBO) U AAAPEC ONepaTopa, NOITYyYaIOLIEero corjiachue cyObeKTa
NEPCOHAIBHBIX JJAHHBIX;

—  1enb 00paboTKH NepCOHANBHBIX JaHHBIX;

— TepedeHb TEPCOHATBHBIX JAaHHBIX, Ha OOpabOTKy KOTOPBIX JaeTcs coryiacue cyObekTa
MEPCOHANBHBIX JIAHHBIX;

— TepedeHb JCHCTBUM C MEpPCOHAIbHBIMU JIAHHBIMH, Ha COBEpIICHHE KOTOPBIX JIAETCsl COTrjacue,
o0l111ee OMMCaHNE UCIIONBb3YEMbIX OIIEPaTOPOM CIIOCO00B 00PabOTKH MEPCOHATBHBIX JaHHBIX;

—  CPOK, B TEUCHHE KOTOPOTO ICHCTBYET COIJIacHe, a TAKKe MOPSJIOK €ro OT3bIBa.

2.8.  OO0s3aHHOCTb TNPENOCTABUTH JIOKA3aTEIbCTBO TMOJYYEHHs COrjlacus CyOBeKTa HEepCOHABHBIX
JMAHHBIX Ha 00pabOTKy €ro MepCOHANBHBIX JaHHBIX, a B ciy4dae o0O0pabOTKM OOIIETOCTYIHBIX
MEePCOHANBHBIX JIaHHBIX B MHpopManuoHHbix cucremax [lIkombsl 0053aHHOCTB JIOKAa3bIBAaHHS TOTO,
4yT0 00pabaThIBaeMble MEPCOHAIBHBIC IAHHBIC SIBIISIFOTCS OOILEIOCTYITHBIMH, BO3JIaraeTcsi Ha onepaTopa.
29. B cnywyae HezmeecriocOOHOCTH CyObEKTa IEPCOHAIBHBIX JaHHBIX coOTjacue Ha o00paboTKy
€ro NepcoHaANLHBIX IaHHBIX B MH(opManmoHHbix cuctemax L1IKoIbl 1aeT B MHCbMEHHOM (hopMe 3aKOHHBIN
NpEeACTaBUTENb CyObEeKTa IEPCOHATIBHBIX TaHHBIX.

2.10. B ciyudae cMepTH cyObeKTa NMEPCOHAIBHBIX JaHHBIX COTJIacHEe Ha 00pabOTKY €ro MepCOHANbHBIX
naHHbiXx B MHpopmanuonHbix cuctemax llkomnbl paroT B MUCBMEHHON (OopMe HACIIEIHUKH CyOheKTa
MEPCOHANBHBIX JIAHHBIX, €CIM TaKkoe corjiacke He ObUIO JaHO CyOBEKTOM MEPCOHANBHBIX JaHHBIX
IIPU €ro )KU3HU.



2.11. CyObeKT NnepcoHAbHBIX JaHHBIX MMEET IIPaBO Ha IMOJIyYCHHE CBeICHUN 00 00paboTKe CBOMX
MEPCOHANIbHBIX JAaHHbIX B MH(popMmarmonHbix cucteMax IlIkoiibl, a oneparop o0si3aH MX MPEIOCTABUTH
B COOTBETCTBHUH cO cTaThsiMu 14 u 20 denepanbuoro 3akona ot 27.07.2006 Ne 152-D3 «O nepcoHalbHBIX
JAHHBIX .

3. MepbI 110 00ecTiedeHUI0 0€30MACHOCTH MEePCOHATBHBIX TAHHBIX MPH UX 00padoTKe
3.1.  be3omacHOCTb MepcOHAIBHBIX AaHHBIX, 00padaTeiBaeMbiX B HpopMamonnbix cucremax LIkombl,
JOCTUraeTcsi IIyTeM HCKIIOYEHHS HECaHKUHMOHHUPOBAHHOIO, B TOM 4YHCIE CIy4aifHOro, IOCTyIla
K II€PCOHAJBHBIM JAHHBIM, pE3YyJIbTaTOM KOTOPOTO MOXKET CTaTb YHHUYTOXKEHHE, W3MEHEHHE,
OOKMpOBaHWE, KOMUPOBAHUE, PpACIPOCTPAHCHHWE TEPCOHAIBHBIX  JAHHBIX, a TaKkkKe HMHBIX
HECaHKIIMOHUPOBAHHBIX JICHCTBHMH.
3.2. Jlst obecieueHnst 6€30MacCHOCTH TIEPCOHATBHBIX TAHHBIX TTPH BX 00padoTke B MH(pOopMaITmOHHBIX
cuctemax llIkonel ocymiecTBiseTcs 3ammTa:
— unadopmManuu, 00pabaTbIBAEMOH € UCIIOIB30BAHUEM TEXHUUECKUX CPEJICTB;
— wuHpOpMaIMH, COACpKallehcss Ha OyMa)KHOW, MAarHMTHOM, MarHUTHO-ONITUYECKOM W HWHOMH
OCHOBE (HOCHTEIISX).
3.3.  PabGorel mo oOecrieueHnto O€30MaCHOCTH TIEPCOHANBHBIX JaHHBIX TIPU HX 00padoTKe
B HWudopmammonnsix cucremax IlIKonbl SBISIOTCS HEOTHEMJIEMOH 4YacThl0 PabOT IO CO3AAHUIO
HNHpopMalmoHHBIX CHCTEM.
3.4. HWudopmammonnpie cuctembl Ilkombl kmaccupumupyroTces  omepatopoM. IIpoBenenue
kinaccupukauun MupopManuoHHbx cucteM omnpenesieHo llopsakom mnpoBeneHust KiaccuuKauu
WHQOPMAIIMOHHBIX ~ CHUCTEM IEPCOHAIBHBIX JaHHBIX, YTBEPKICHHBIM COBMECTHBIM  IPHKAa30M
OenepanbHoll  cy)Obl IO TEXHHYECKOMY M JKCIIOPTHOMY KOHTpoIo, DenepanbHON  CIyKObI
oesomacHoctn Poccuiickort ®eneparun, MHUHHCTEPCTBOM HWH(POPMAIIMOHHBIX TEXHOJIOTUH W CBS3U
Poccuiickoit depepannu ot 13.02.2008 Ne 55/86/20.
3.5,  OOmeH mepcoHaNbHBIMH JaHHBIMH TIPU WX 00paboTke B MHpopmanmoHHbix cucremax LIIkomsr
OCYILIECTBISIETCSL TI0 KaHajlaM CBS3M, 3alllUTa KOTOPBIX OO0ECleuMBaeTcsi IyTeM pealn3aluu
COOTBETCTBYIOIINX OPraHU3aLMOHHBIX MEp U (M) MyTeM NPUMEHEHHMS TEXHHYECKUX U MPOrpaMMHBIX
CpPEJCTB.
3.6.  Pazmemenue Wudopmarmonnsx cucrteM [lkomnsl, cnenmanbHOoe 000OpyIOBaHWE H OXpaHa
MOMEIIEHHH, B KOTOPBIX BeeTCsl padoTa ¢ MepCOHAIBHBIMU JAHHBIMH, OPTraHU3aLHsl PeXKUMa 00eCTIeUeHNUS
0e30MacHOCTH B ATHX ITOMEUICHHUSX JOJDKHBI 00ECIeYrBaTh COXPAHHOCTh HOCHTENICH IMepCOHATbHBIX
JAHHBIX W CPEJICTB 3allMThl WHPOPMALMHU, a TaKXKe MCKII0YaTh BO3MOXKHOCTH HEKOHTPOIUPYEMOTO
NPOHUKHOBEHHS MJIU NIPEOBIBAHMS B 3TUX MOMEIICHUSIX IOCTOPOHHUX JINLI.
3.7.  be3omacHOCTb NepCOHANIBHBIX JaHHBIX IIPU UX 00padoTke B MH(opmanmonHsix cucremax LIkoss
o0ecrieyrBaeT OnepaTop WM JIMIO, KOTOPOMY Ha OCHOBaHHH JIOTOBOpa OIepaTrop mopydaer oopaboTky
MEPCOHANBHBIX JaHHBIX (Jasiee — YoJIHOMOYeHHOE JTUI0). CyIIeCTBEHHBIM YCIIOBHEM JIOTOBOPA SIBJISIETCS
00513aHHOCTh YTIOJIHOMOYEHHOTO JIMIa OOECNeYnTh KOH(UACHIMAIBHOCTh NEPCOHAIBHBIX JaHHBIX
1 0e30MacHOCTh MEPCOHANBHBIX JJAHHBIX MPH UX 00padoTKe B MHPOPMAITMOHHON CHCTEME.
3.8.  Ilpu oOpaboTke mepcoHaIbHBIX AaHHBIX B MHDopMannonHeix cuctemax [lIkosbl 6e30macHOCTh
o0ecreunBaeTCs:
— TPOBEJICHHEM MEpOINPHATHH, HaNpaBICHHBIX Ha TNpPEJAOTBpallleHHe HECAHKIIMOHUPOBAHHOTO
JIOCTyTa K MEepPCOHATIbHBIM JIAHHBIM U (WJIM) Mepe/iau uX JIMIaM, He UMCEIOIIMM TIpaBa JI0CTyIa
K Takoil nH(OpMaIuy;
— CBOEBpPEMEHHBIM OOHapykeHHeM (aKTOB HECAHKLMOHHUPOBAHHOTO IOCTyHa K IMEPCOHAIbHBIM
JAHHBIM;
— HeJOMYLICHHEM BO3JCHCTBUS Ha TEXHUYECKHE CPEICTBA ABTOMATH3MPOBAHHON 00paboTKH
NEPCOHANBHBIX JAHHBIX, B PE3YJIbTATE KOTOPOI0 MOXKET ObITh HAPYLIEHO UX (DYHKIIMOHUPOBAHNE;
—  BO3MOXXHOCTBIO HEe3aMeTUTENIHOTO BOCCTaHOBJICHUSI MEePCOHAITLHBIX JIAHHBIX,
MOU(PHUIIMPOBAHHBIX MM YHUYTOKEHHBIX BCIIEICTBIE HECAHKITMOHUPOBAHHOTO JIOCTYTIA K HUM;
—  TOCTOSIHHBIM KOHTPOJIEM 3a 00ecIie4eHNEM YPOBHS 3aIUILEHHOCTH IEPCOHATBHBIX JaHHbIX.
3.9.  3ammra nepcoHaNbHBIX JAaHHBIX, oOpabaTbiBaemas B MuQopmanmoHHbIX cuctemax LIkomsl,
oOecnieunBaeTcs 3a cueT cpeAcTs LLkobl B mopsiaKe, yCcTaHOBICHHOM (e/iepalbHbIMU 3aKOHAMH.
3.10.  Jlocrtym cotpyaaukoB [1IKobl k IepcoHanbHBIM JaHHBIM, 00padaTeiBaeMbiM B MHQOpMaIIMOHHBIX
cucremax [lIkombl, JjIst  BBINONHEHMST CBOMX  JIOJDKHOCTHBIX — OOSI3aHHOCTEH  TPOHM3BOIMTCS
K COOTBETCTBYIOIINM II€PCOHATIBHBIM JaHHBIM Ha OCHOBAHUH CIIMCKA, YTBEPKIECHHOTO OIIEPATOPOM.



4. Oco0eHHOCTH 00padOTKH NEPCOHAIbHBIX JAHHBIX, OCYLIECTBJIsIEMbIX 0€3 MCII0Jb30BAHUS
cpelcTB aBTOMaTH3ALUU

4.1.  llepconanmpHble JaHHbIE TpU HX 00paboTKe, ocymecTBIsieMOl HeaBTOMaTH3UPOBAaHHBIM
Croco00M, JOKHBI 000CO0IATHCS OT MHOM MH(pOpManuy, GUKcaMeld X Ha OTACIBHBIX MaTepHaIbHBIX
HOCHUTEJISIX MEPCOHAJBHBIX NaHHbIX (Hamee — MarepuanbHble HOCUTENH), B CIELHUAJIbHBIX pa3feiax
KHAT (OKypHAJIOB) WJIHM HA TOJsIX (hopM (OTaHKOB).

4.2.  llpu dpukcanuu nepcoHATBHBIX JaHHBIX Ha MaTepuanbHbIX HOCUTEISIX HE JOMYyCKaeTcs (PUKCcaLus
Ha OJHOM MAaTEpHUaJbHOM HOCHTENE MEPCOHAIbHBIX NAHHBIX, LEIM OOPabOTKM KOTOPBHIX 3aBEIOMO
He coBMecTUMBL. {1 00pabOTKHM pa3inM4HbIX KaTeropuil NEpPCOHAIbHBIX AAHHBIX, OCYILECTBISEMOM
HeaBTomarusupoBaHHbIM criocoOOM, [Jisi KaXIOW KaTeropuu TEPCOHANBHBIX JaHHBIX JOJIKEH
WCIIOJIb30BaThCsl OTACIbHBIM MaTepruanbHblii HOCUTEIb.

43. Ilpm wHCHONB30BaHUM THIIOBBIX (OPM JIOKYMEHTOB, XapakTep HH(POPMAIMd B KOTOPBIX
NpeAroiaraeT Wik JOMYCKaeT BKIIOYCHHE B HUX IMEPCOHAIBHBIX NaHHBIX (nanee — Tumosas dopma),
JIOJDKHBI COOTIOAATHCS CICAYIOLINE YCIOBUSI:

4.3.1. Tumnoas GopMa WU CBA3aHHBIC ¢ HEH JOKYMEHTBI (MHCTPYKIIUS IO €€ 3allOJHCHUI0, KAPTOUKH,
peecTphl U JKypHaJIbl) JOJKHBI COAEPKATh:

—  CBeJIEHUS O Lieii 00pabOTKH NIEPCOHANILHBIX JJAaHHBIX, OCYIIECTBIIIeMO HeaBTOMaTH3NPOBAaHHBIM

CIIocooom;

— uMs (HAaMMEHOBaHWE) U aJ[pec Oreparopa;

—  (damumio, UMsl, OTIECTBO U aJpec cyOBbEKTa NepCOHATBHBIX JAHHBIX;

— HCTOYHHK ITOJIyYCHHS NEePCOHAIBHBIX JaHHBIX;

—  cpoku 00pabOTKM MEPCOHANTBHBIX JaHHBIX;

— IepedeHb ACWUCTBHM C NEPCOHAIBHBIMH AAHHBIMH, KOTOpbIE OYIyT COBEpLIATHCS B HpoLEcce

ux 00paboTKH;

— o01mee onmucaHme UCTIOIB3yEMBIX OTIEPaTOPOM CIIOCO00B 00PAOOTKH TIEPCOHATBHBIX JTaHHBIX.
4.3.2. TumoBas ¢opma JODKHA TPETyCMaTPUBATh T0JIE, B KOTOPOM CYOBEKT MEPCOHANBHBIX JTaHHBIX
MOJKET TIOCTaBUTh OTMETKY O CBOEM COTJIACHHU Ha 00pabOTKY MEePCOHATBHBIX JaHHBIX, OCYIECTBISICMYIO
HeaBromMaTn3npoBaHHBIM CIIOCOOOM.

4.3.3. TumoBas ¢dopma HOKHA OBITH COCTaBIIEHA TaKUM OOPa30M, YTOOBI KaXKABIH W3 CYOBEKTOB
MEPCOHAJIBHLIX ANAaHHBIX, COACPKAIIUXCA B HOKYMCHTC, MMEJ]I BO3MOXHOCTH O3HAKOMHUTLCA CO CBOMMU
MEPCOHAJIBHBIMU JAaHHBIMU, COACPKAIIMMUCA B NOKYMCHTC, HC Hapyllas IpaB U 3aKOHHBIX MHTCPECOB
MHBIX CyOBEKTOB MEPCOHAIBHBIX JAHHBIX.

4.3.4. Tumnosas ¢opma JOKHA HMCKIIOYATh OOBEIMHEHHE MOJIeH, NpelHa3HAUYCHHBIX U BHECEHUS
MEPCOHAIBHBIX AaHHBIX, HEJIN O6p360TKI/I KOTOPBIX 3aBEAOMO HE COBMCCTHUMBI.

4.4.  llpu HECOBMECTUMOCTH Lieiel 0OpadOTKU MEPCOHANBHBIX AAHHBIX, 3a()MKCUPOBAHHBIX HA OJTHOM
MarepuaabHOM HOCHTENE, €ciau MaTepuaiabHbI HOCHUTENb HE II03BOJISIET OCYILECTBISTH 00pabOTKy
MEPCOHAIBHBIX JAHHBIX OTACJIBHO OT APYIrUux 33(1)I/IKCI/IpOBaHHLIX Ha TOM X€ HOCHUTCJIC NEPCOHAJIbHBIX
JIAHHBIX, JOJDKHBI OBITh IPUHSITHI MEPHI 110 00ECTIEYCHHUIO pa3ieiIbHON 00paObOTKH TepCOHATBHBIX IAHHBIX:
44.1. llpm HeoOXOIMMOCTH HCIOJB30BAHUS WJIM PACHPOCTPAHEHHS OIPEIENICHHBIX IEPCOHATBHBIX
JaHHBIX OTACJIBHO OT HAXOAAIIUXCS HA TOM XKE MaTepI/IaJ'II)HOM HOCUTECJIC JPYTrUuX MEPCOHAIBHBIX JaHHBIX
OCYHWECTBIIACTCA  KOIMMMPOBAHUEC TICPCOHAJIBHBIX JIAHHBIX, MNOAJICKAIIUX PACHPOCTPAHCHUIO HJIU
WCIIOJIb30BaHMIO, CHOCOOOM, HCKIJIIOYAIOUIMM OJHOBPEMEHHOE KOIUPOBAHWE MEPCOHAIBHBIX JIAHHBIX,
HE MOJUIeKAIIUX PACIPOCTPAHEHUIO M MCIOJIb30BAHUIO, W HCIIONB3YETCsl (PacHpOCTPaHSETCs) KOIUS
IMEPCOHAIIBHBIX TaHHBIX.

442, llpu HEOOXOIUMOCTH YHHUYTOXKCHUS WM OJOKMPOBAHMS 4YacTU IEPCOHAJBHBIX JaHHBIX
YHUYTOXKAETCS WM ONoKupyercss MarepuanbHbli HOCHUTENIb C TNPEABAPUTEILHBIM KOIMMPOBAHHEM
CBEJICHUM, HE TOUIeKANINX YHUUTOKCHUIO WM  OJIOKUPOBAHUIO, CIIOCOOOM, HCKJIFOYAIOIINM
OIHOBPEMEHHOC KONMMPOBAHUEC IEPCOHAIBHBIX JJaAHHBIX, IMOJICKAIMUX YHUYTOXCHUIO UIIU 6.]'IOKI/IpOBaHI/IIO.
4.5,  YHuuTOXEHHE WIM OO0E3IMYMBAHHE YacTH MEPCOHAIBHBIX aHHBIX, €CJIIH 3TO JIOIyCKaeTcs
MartepuaiabHbIM HOCUTENIEM, MOXKET POU3BOAMUTECS CIIOCOOOM, UCKIIIOUYAIOLINM JallbHEHIIyI0 00paboTKy
OTUX NNEPCOHATIbHBIX TaHHBIX C COXPAaHECHUEM BO3MOKHOCTHU o6pa60T1<1/1 WHBIX JaHHBIX, Ba(i)I/IKCI/IpOBaHHBIX
Ha MaTepualibHOM HocuTelle (yJaleHUe, BBIMapbIBaHUE).

4.6. [IpaBuna, npegycmorpenssie myHKTamu 4.4 u 4.5 Hacrosero [TomoxkeHus, TpUMEHSIOTCS TaKKe
B clly4ae, €clii HEeoOXOJMMO o00ecneuuTh pasJielibHyl0 00paboTKy 3aQUKCHPOBAHHBIX Ha OJIHOM
MaTepI/IaJIBHOM HOCHUTCJIC TCPCOHAIBHBIX JaHHBIX U I/IH(bOpMaHI/II/I, HE HBHHmmeﬁCH NEPCOHAIIBHBIMU
JaHHBIMU.



4.7. YTouHEeHHE TIEPCOHATBHBIX JAHHBIX MPU OCYIIECTBICHNN NX 00paboTkn HeaBToMaTH3NpOBaHHBIM
CIOCcOOOM TPOU3BOJUTCS ITyTeM OOHOBJICHUSI WIIM M3MEHEHHs JIaHHBIX HAa MarepHaibHOM HOCHTEE,
a eCIIi 3TO HE JOIYCKAeTCs TEXHUYECKHMMU OCOOCHHOCTSIMH MAaTepPUAILHOTO HOCHUTENS, — IyTeM
(uKcanuu Ha TOM K€ MaTepUATBHOM HOCUTEJE CBEJIICHUM O BHOCUMBIX B HUX M3MCHECHHUSAX JIMOO TyTEM
W3TOTOBJICHHUS] HOBOI'O MaTEPUAILHOTO HOCUTEISI C YTOYHEHHBIMU MEPCOHANTBHBIMU JIAHHBIMH.

4.8. OO0paboTka TmepcoHANBHBIX MaHHBIX, OCYyIIeCTBIseMas HeaBToMaTH3MpPOBaHHBIM CIOCOOOM,
JIOJKHA TIPOU3BOJIUTHCS TAKUM 00pa30M, YTOOBI B OTHOIIIEHUH KaXKI0H KaTerOPUH TIEPCOHATBHBIX JaHHBIX
MOXKHO OBIJIO OMNpECIUTh MECTa XPAHEHUs] TMEPCOHANBHBIX JaHHBIX (MarepualbHbIX HOCHUTEJICH)
U YCTaHOBHUTH IMEPEUYCHb JIUI, OCYIICCTBIIONIMX 00pabOTKy MEPCOHATBHBIX JAHHBIX JTHOO WMEFOIIHX
K HUM JIOCTYII.

4.9. HeobOxomumo oOecrneunBaTh pasJieIbHOC XpaHEHUE MEPCOHAIBHBIX NaHHBIX (MaTepuaibHbIX
HOCHTEJEH), 00paboTKa KOTOPBIX OCYIIECTBIISICTCSA B PA3INIHBIX HEISIX.

5. O0s13aHHOCTH JIMI, HUMEIOUINX IOCTYII K MePCOHAIbHBIM JaAHHBIM

5.1 OTBETCTBEHHOCTH 3a o0ecredeHne 6€30MacHOCTH TTePCOHATBHBIX JaHHBIX W HAIICKAITAN PEKIM
pabotsr Madopmarmonnsix cuctem LlIkomst Bo3maraercs Ha pykoBoauTens LLIkombr.

5.2. B cBoeil pabore corpyanuku lllkombl, momymieHHble K 00pa0OTKE MEPCOHANBHBIX TaHHBIX

B Mudopmanmonnsix cucremax LIKonbl, AOJKHBI PYKOBOIACTBOBATbCS TPEOOBaHMSAMHU (elrepanbHbIX
3aKOHOB, HOPMAaTUBHO-IIPaBOBBIX AOKYMEHTOB IlpaBurensctBa Poccuiickoit denepanuu, denepanbHoil
CITyOBI [0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJII0, DeiepaiibHol city:k0bl Oe30macHocTu Poccuiickoi
®denepanyu, MuHHCTEpCTBa HHPOPMAITMOHHBIX TEXHOJIOTHI U cBs3u Poccuiickori denepanuu, a Takxke
HactosimM  IlojoskeHMeM M MHCTPYKLMEH IOJIb30BATENsl IO  3alUTe I[EPCOHAIBHBIX JaHHBIX,
oOpabatbiBaeMbIx B THPOPMAIIMOHHBIX CHCTEMAX.

53. B [OMKHOCTHBIE MHCTPYKIUH COTPYAHUKOB IIIKONBI, yMOTHOMOYEHHBIX Ha 00paboOTKy
NEePCOHANBHBIX JaHHbIX B MHpopManuonHbix cucremax LIIKoibl, ZOMKHBI ObITh BHECEHBI 00S3aHHOCTH
0 HEOOXOJWMOCTH BBHITIOJTHEHHA TpeOoBaHWA 1O oOecmedeHuto 0Oe30macHoCcTH 00padaThiBa@MbIX
VMU NePCOHAIBHBIX JaHHBIX.

5.4, OTBETCTBEHHBI 3a oOecriedeHHe OE30MacHOCTH  TMEPCOHANbHBIX JaHHbIX B Llkone
PYKOBOJCTBYETCSI B CBOEH JIEATEIbHOCTH MHCTPYKLUEH OTBETCTBEHHOI'O 3a olecreueHue 0e30macHOCTH
MEePCOHANBHBIX JJAHHBIX, 00pabaTbiBaeMbix B HPOpManuoHHbIX cructemax LIIKombl.

5.5. I[Ipu oOHapyXeHWH HApYIICHHH TMOpPSAKAa TPEJOCTABICHUS TEPCOHATBHBIX  JAHHBIX,
oOpabareiBaeMblx B MHpopmaumonneix  cucremax  llkombl, omepatop — He3aMeUIUTEILHO
MPUOCTaHABIMBAET MIPEJOCTABICHHUE [IEPCOHANBHBIX JaHHBIX MOJIb30BaTesiM MH(pOpMaMoHHBIX cucTeM
ko6 10 BRIABICHUS MPUYMH HAPYIIEHUH U yCTPAHEHUS ATUX MPUYHH.

5.6. 3a mHapymenue HoOpM HacTosimero [lomoxenusi, a Takke (QenepanbHBIX — 3aKOHOB,
PeriIaMeHTUPYIOIINX MOPsIOK 00paboTku M obecrieueHUs OE30MaCHOCTH IEPCOHAIBHBIX JaHHBIX,
corpyanuku LLKousl, omyIeHHbIe K padoTe ¢ MEPCOHANBHBIMU JJAHHBIMU B MIH(QOpMaIIMOHHBIX cUCTEMax
[lkomnpl, HECYyT TpaKAAHCKO-TIPABOBYIO, AIMHHHUCTPATHBHYIO, YTOJOBHYIO M JUCHUIUIMHAPHYIO
OTBETCTBEHHOCTb B COOTBETCTBHH C JCHCTBYIOLIMM 3aKOHOAATEIILCTBOM.

Paccmorpeno
HAa Te/1arOTHYeCKOM COBETE
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